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FEATURE ARTICLE

Use A Cell Phone,
Go To Jail
By David P. McClure ■ US Internet Industry Association (USIIA)

The content community is run-
ning a scam on state legislators
designed to give them what fed-

eral copyright laws have not – the abili-
ty to extort money from consumers and
ISPs for use of file sharing software and
other digital media technologies.

In Texas, Massachusetts, South Car-
olina, Colorado and elsewhere legisla-
tion is being pushed by the Motion Pic-
ture Association of America that will
criminalize use of some of today’s most
common consumer technologies.

Of course, the bills don’t say this di-
rectly.  The language is carefully hidden
in the hopes that legislators won’t real-
ize what their true intent is until after
the laws are on the books.  In Massa-
chusetts, the bill is designed to look like
language to criminalize theft of Inter-
net or broadband services.  In Texas, it
is disguised as an act to stop "theft of or
tampering with multichannel video or
information services."  In Colorado, it
is disguised as a bill to combat theft and
cloning of cell phones.  South Caroli-
na’s version says it is to combat theft of
communication services. 

But most of the legislators and com-
panies supporting these bills haven’t
read the fine print.  Lobbyists for the
film and music industries have quietly
inserted language that will make it a
criminal offense to use or even possess
most of the emerging generation of
consumer electronics.  That includes

file-sharing software, personal video
recorders, or a cellular phone that has

the capability to play music or video
files.  Strictly speaking, the law makes
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it a criminal offense to own a comput-
er. Here’s how the fine print works:
First, the bill defines a "communica-
tions service" to include any service that
directly or indirectly facilitates the orig-
ination, transmission, emission or re-

ception of audio, video, sounds, images
or writing, as well as cable and Internet
services.  

Next, the bills define a "communica-
tions service provider" to include any-
one who operates any kind of facility,
network or system to provide a "com-
munications service."  That would in-
clude the music and film studios.

Finally, the bills would make it illegal to
own or use any "communications device"

that "harms" the communications service
provider by "obtaining or using" a commu-
nications service without authorization
from the service provider.

Any person found using any technol-
ogy to store or transmit an audio, video

or written work will face a fine of
$2,500 and a year or more in jail.  That’s
for the first offense.  In some states, the
fines and fees scale rapidly for repeat of-
fenders.

But consumers aren’t the only ones
to be targeted by this legislative sleight-
of-hand.  The bills also make it a crime
to manufacture, make, develop, assem-
ble, sell, distribute, lease, license,
transfer, import or offer, promote or

advertise for sale, use or distribution
any communication device that facili-
tates the transmission or acquisition
of any music or video file. 

Cable companies, equipment manu-
facturers and ISPs will be hit with crim-

inal charges, or will have to pay untold
billions of dollars – at $2,500 per de-
vice or subscriber per incident – to the
representatives of the film and music in-
dustries.

Also made illegal is any system or de-
vice that might ever be used to circum-
vent any present or future copyright
protection system.  And the entire con-
cept of "fair use" is eliminated is one
stroke of the governor’s pen.

"Any person found using any technology to store or transmit an audio,
video or written work will face a fine of $2,500 and a year or more in jail."
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That’s not all of the bad news.  The
final indignity is that ISPs, cable services
and other providers will be forced to
give up the identity and location of any
of their subscribers on demand, with-
out a court order or subpoena, or face
criminal charges.  In some states, this
will leave ISPs with the choice between
going to jail for violating privacy laws
or going to jail for violating.

With the language inserted by the
film industry, these state laws will vio-
late at least three clauses of the US Con-
stitution, the Digital Millennium
Copyright Act and other federal laws,

and numerous federal court decisions.
The laws are unlikely to survive even
the most cursory court challenge.

But until the courts can overturn
these state laws, millions of consumers
and hundreds of companies will be
put at risk of criminal charges.  The
fact that the film industry is taking yet
another draconian step to assault its
own customers is not surprising.  But
one has to wonder – wouldn’t they be
better off spending the millions of
dollars now spent in lobbying for bad
laws to instead develop channels to
give consumers better access to their

products? ■
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"The final indignity is that ISPs, cable services and other providers will be
forced to give up the identity and location of any of their subscribers on
demand, without a court order or subpoena, or face criminal charges."


