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FEATURE ARTICLE

The Future Of Access Is
In Layered Networks
By Mike Lee ■ IP3 Networks

Technology renews itself.  With
growth come constraints that
require new solutions to be

born, sometimes by redefining the ar-
chitecture from which it all began.  New
architectures define new elements while
solidifying proven foundations.  Such
is the case with broadband and wireless
where two technologies are reaching to
accomplish a similar goal; access to in-
formation.  But rather than compete,
these technologies can work very effi-
ciently together with the help of a new
architecture and new class of network
device.

Of late there is much interest in WiFi
(Wireless Fidelity using 802.11 tech-
nology) networking and while it has
stolen much of the spot light from
Broadband in recent months, many is-
sues still remain unsolved.  Questions
of security, access, control, billing and
mobility are quickly pointed out among
the critics.  Ironically this growth in
wireless was spawned from the availabil-
ity of broadband networks.  Despite the
pundits of wired networks that tried to
shun wireless from the infrastructure, a
public grassroots movement combined
with validation by all the major net-
working manufacturers has made WiFi
the hottest technology of the post-
dot.com era.

That being said, adding WiFi to the
network architecture of broadband net-
works is not as easy as it sounds and re-
quires more than just adding wireless
access points.  Broadband systems are
not adept at handling the benefits
gained by the flexibility of wireless sys-
tems.  Nor are the wireless access points
adept at the control necessary to man-
age user access to the power of broad-
band.

Perhaps the problem is how we view
the networks and the control we im-
pose.  Over the last few years we have
seen a tremendous consolidation in
both networking equipment and the
networks themselves.  The result is a
centralization of network control, of
how networks are designed and what
technology is used to implement and
control these networks.

The many hands in the founding of
what we now call the Internet under-
stood that the basis for the growth of
the Internet is in the decentralization of
the control of the networks.  The net-
work is not simply a singular entity. It
is both a set of networks and a network
itself.  The Internet and networking in
general expands and thrives because we
find new ways to layer access, control
and services over existing infrastructures
that have become solid foundations.
The recent success of wireless owes
much to the solid foundations of Eth-
ernet and Internet Protocol (IP).  In this
manner, we see not that broadband net-
works will be forsaken in the euphoria
of wireless, but become the foundation
of the next generation networks layered
over them.

For the most part, broadband has
fulfilled its promise to be the "fat
pipe" for the user, but true layering of
services has been out of reach for most
network service providers. Some users
have attempted themselves to layer
services, such as VPNs, only to be
warned by their service provider that
this may violate the agreement of use.
A few years ago, the concept of "Sub-
scriber Management" heralded in an
idea of value-added services across the
broadband network.  Instead, many of
these companies were swallowed up

and the technologies refashioned into
complex centralized user management
mechanisms. Efficiencies claimed by
the consolidation of these devices in-
stead raised the cost of implementa-
tion, support and network manage-
ment.  Those systems that proved
usable in a static user environment
have now fallen short in the ability to
handle the addition of wireless equip-
ment in the networks. 

The network, however, cannot sur-
vive without some control, but this in-
telligence and decision-making must
move towards the edge.  Service cre-
ation can be put in the hands of the
users to allow them to decide what net-
work they wish to create for their use.
With this in mind, a new class of net-
working elements needed to be defined.
What was needed was much more than
just a device at the edge that can do ac-
cess and control of the network.  Next
generation networks need an edge de-
vice that can also perform self-provi-
sioning, set and maintain policies as
well as determine the services and ca-
pacity needed by users in at any mo-
ment in time. In a sense, this new de-
vice is not only layering services on a
network, but also layering networks
across multiple physical network struc-
tures. We call this new network device
a Layered Network Enabler or LNE.

LNEs are an improved version of
what we used to refer to as a network
gateway, a device somewhat forgotten
during these days of routers and
switches. LNEs have significant ad-
vantages and act as a perfect compli-
ment to switches and routers, which
are limited to the lower levels of net-
working infrastructures because LNEs
interact with all levels of the network
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from the physical layer through the
application layer and provide a major
increase in control. These devices first
appeared from start-ups such as
Atcom and Nomadix back in the mid
1990’s, but they were thought of as
special purpose devices and quickly
lumped into the subscriber manage-
ment market where they incorrectly
were compared to likes of RedBack,
Nortel and Lucent. 

Having learned from these market
pioneers, IP3 Networks has created a
third generation LNE called NetAccess,
which redefines the standard for how
this class of device can create the growth
in broadband markets while solving
many of the issues associated with wire-
less networks.

To better understand the value of
LNE’s, consider a large apartment hous-
ing development where there are mul-
tiple towers and both basic and luxury
apartments as well as extended stay
suites. Now add in facilities, such as a
clubhouse, recreation areas and retail
shops either on the property or across
the street. Providing Internet services to
this complex environment can be chal-
lenging and requires a flexible solution
to ensure the highest level of satisfac-
tion and profitability. 

For example, the tenants in the basic
units may only need Internet access and
perhaps an occasional VPN connection
for telecommuting. Most likely their
service is billed on a monthly basis. The
luxury apartment tenants would most
likely have their services available at no
additional monthly cost because they
have already been calculated into the
monthly rent. Executive Stay residents
also need Internet access as well as VPN
support, however, billing must be flexi-
ble as their stay may be anywhere from
a week to several months and their ac-
cess should not have to be renewed once
their duration is established. Other

areas to consider are the clubhouse and
recreational facilities where Internet ac-
cess can be provided via wired or wire-
less depending on the limitations im-
posed by the building architecture.
Even local restaurants and coffee shops
can share in this network, not only
through providing access to the busi-
ness tenants, but by also offering adhoc
service to the tenants’ customers. Of
course, issues of security among tenants
and guests as well as different billing
plans and even portal pages for differ-
ent classifications of users are issues to
be addressed and all can be
enabled/managed by a LNE.

Thanks to the broad range of net-
working devices available today, there
are many approaches to this solution.
Wireless bridges and intelligent VLAN
switching, QOS routers, MDU specif-
ic DSLAMs as well as centrally based
Subscriber Management Systems. Each
offers a piece of the puzzle, but combin-
ing these technologies with their own
intelligence schemes and control mech-
anisms makes for a difficult and poten-
tially unmanageable solution.  

The argument for centralized sub-
scriber management is ill fated because
it employs the wrong type of manage-
ment at the wrong area of the network.
Efficient control of users access, securi-
ty and mobility requires decisions to be
made closer to the user so that resources
deeper on the network are freed up to
concentrate on the management of the
issue common to the network core.  At
the same time, control of access at the
very edge through intelligent CPEs and
wireless gateways add complexity and
incompatibility amongst the range of
network services that need to be offered.
Each user on the network may have dif-
ferent needs that may also be changing.
The flexibility must exist for the user to
choose the services they need and in ef-
fect create their personal network lay-
ered onto the infrastructure network.

This complexity of network de-
mands, customer needs and technology
deployments can be solved through
careful positioning of intelligent access,

control and service creation of the lay-
ered network at the edge. This is where
the LNE is deployed.

The sophistication of these devices is
not simply in the "subscriber manage-
ment" for the networks, but more ap-
propriately to allow the layering of mul-
tiple types of networks that address
groups of users that occasionally at a di-
chotomy to each other.
Consider the range of options
available on the IP3 Networks
NetAccess. 

Transparent Network Access.  Users
do not have to change any configura-
tion of their PCs in order to connect
to the network.  Web surfing, email
and VPN connections are all available
to the user regardless of their IP set-
tings. This is a leap beyond DHCP as
it does not matter if the user is dy-
namically or statically configured.
They leave the network as they came
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to it, thereby reducing customer sup-
port and liability issues.

Per Port Policy Control. A range of
policies including portal redirection,
billing, bandwidth and access features
can be applied to a specific port, groups
of ports, user, groups of users or across
the entire network. This powerful fea-
ture literally allows the creation of mul-
tiple types of networks, overlaid on the
same network foundation.

Multiple Billing Scenarios – On de-
mand billing, recurring cycles, local and
remote authentications, PMS billing
and free services provide every oppor-
tunity to create revenue streams for a
variety of possible income source.

Meeting /Groups Specific Functions
– Meeting room schedulers, group as-
sociated polices, VPN and Video Con-
ferencing support provide unique abili-
ties to service individuals and groups
with out separate networks or network
reconfiguration.

Security – AAA authentication,
MAC-based identification, support for
VLANs and Firewall ACLs provide
multiple layers of security within the
network.

Mobility – At the edge of a network,
transparent access, authentication and
port/group policy control provide in-
credible flexibility for users to move
within and out of the network.

Scalability – Open standards based
system can scale up from a small net-
work into a multi-level complex net-
work. Flexible configurations provide a
growth path for additional revenue
streams, future service creation and in-
creased user capacity.

Multiple Network Infrastructures –
Flexibility to allow local networks to be
built or expanded using appropriate
transports such as CAT-5, Fiber, DSL,
Cable or Wireless.  Upstream access is
not constrained to a specific network
service provider or technology.

Armed with these powerful options,
lets see how we can develop a solution
to the Apartment complex scenario to
maximize the efficiency and revenue
potential of the network.

The network diagram in Figure 1
shows an efficient architecture utilizing
a LNE from IP3 Networks to provide
the broadest range of services to the
users. The IP3 NetAccess defines the ac-
cess, control and services not only on a
user basis, but on different locations in
the network. The specific services and
options can be defined by the property
owner and the network service provider,
but the user then has the freedom to
choose and enable these services that
create a personal network layered over
the infrastructure network. This exam-
ple is meant to demonstrate the entire
range of capabilities available when
using IP3 Networks’ NetAccess LNE.

The basic tenant moves into the
apartment and when ready, connects
the PC to the network either wired or
wireless. No network configuration is
necessary by the tenant as the LNE rec-
ognizes a new user on the network and
transparently provides the necessary
configuration to use the network. The
basic tenant is redirected to the appro-
priate portal page. This portal allows the
basic tenant to choose the services that
may include bandwidth speed, VPN
support, multiple billing scenarios, ad-
ditional PCs on a single account, mul-
tiple users associated to the same ac-
count and access to roaming features
across the wireless network.

The Luxury tenant will more likely
have all the options enabled as an inclu-
sive package with the billing aspects

rolled into the rent and therefore will
be required only to designate an ac-
count ID and password. All services be-
come available to this tenant once they
establish this login. Again, the portal for
the luxury tenant is specific to their sta-
tus and would likely include premium
concierge services.

The Executive Stay tenants can be
defined in advance if the unit remains
leased by a specific corporate customer.
In this manner, the specific unit can al-
ready be identified for VPN access to
the corporate customer network and
visiting corporate employees can utilize
their existing accounts to establish net-
work access. When the employee stay is
completed, the account is reset to a sta-
sis condition for security and in antici-
pation of the next employee visitor.
Other Executive Stay tenants may lease
them for periods ranging from days to
months and can self-provision the nec-
essary services appropriate for their du-
ration and agenda.

The clubhouse and recreational
areas may offer both wireless and
wired access where appropriate and
user access is available based upon the
policies associated with the users ac-
count. For those users that do not
currently have access to these areas,
they can then choose to upgrade their
accounts on the fly, buy services out-
right for the time needed or simply
take advantage of limited free services
that can be offered to all. Within the
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clubhouse, access to specific meeting
rooms can be scheduled for events
ranging from tenant meetings to web-
casting receptions for relatives that
couldn’t make the party.

Stepping out from the complex to
the nearby businesses, access and con-
trol can be extended to these areas to
not only extend the network for tenants
but to also gain revenue from public ac-
cess "guests" who can purchase time on
the system or authenticate through to
the fast growing list of wireless service
providers such as Boingo, Cometa and
IPASS.  

From this example you can see the
range of opportunities for revenue to
the network providers while personal-
izing the network for individual user
needs. The opportunity for growth in
services in the coming years will have
to be accountable to margin and prof-
its. Now that we are beyond unrealis-

tic promises of dazzling IPOs and hol-
low funded partnerships, there is a
path for solid network deployments
that translate into profitable revenues.
The cost of network deployments is
always a consideration. It is refreshing
to find then that these LNE devices,
as powerful as they are, costs anywhere
from $1,000 to 5,000 depending on
the capacity and options desired. At
this price point, the LNE becomes in-
dispensable in a network design and
is worth its weight in gold. The sav-
ings alone in the wireless deployments
can double the number of access
points acquired when moving the ac-
cess, control and services functions
from an intelligent wireless access
gateway to several standard wireless
access points and one LNE.

Layered Network Services and the
LNE devices that enable and control
them offer service providers, property

owners and entrepreneurs the ability to
provide new services, increase revenues,
lower deployment costs and allow net-
work growth regardless of the prevail-
ing infrastructure elements. ■
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