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WASHINGTON NOTEBOOK

The Liability
Issues
By David P. McClure ■ USIIA

How’s this for a quandary:  a
small section of a federal law
that you have never even read

could put you out of business and take
most of your assets before you are even
done reading this column.

Seem far-fetched?  Not if you are of-
fering broadband Internet services.  Be-
cause the Digital Mil-
l e n n i u m
C o p y r i g h t
Act, which
spells out how
ISPs and con-
tent providers
will manage digi-
tal rights online,
exempts ISPs from
liability for copy-
right infringement by
their subscribers – but
only if you have regis-
tered with the Copy-
right Office of the Li-
brary of
Congress.

You must
register your ser-
vice, and the name of
the person who should be contacted in
the event of alleged copyright infringe-
ment.  No registration; no protection
under the law.  Information about reg-
istration can be found at
http://lcweb.loc.gov/copyright/online-
sp/.

But that’s not the issue.  The issue is
that we are entering the third genera-
tion of the Internet, and that many of
today’s ISPs don’t think of themselves
as traditional ISPs and therefore are not

prepared for the bewildering array of
obligations and liabilities they may fall
prey to under the law.

Today, an ISP may be as traditional
as your home-town dial-up service.  It
may be a property

owner,
or a provider to a hotel.  It

may be a virtual ISP, like the AFL-CIO
or rock star Alice Cooper.  It may even
be a wireless network operating from a
coffee shop.  No matter what type of
ISP you are, it is important that you
know and follow the law, and that you
work with other ISPs to protect your in-
terests as new laws are being created.

In the year ahead, we’ll outline some
of the liabilities you face and how you
can protect your company from falling
astray of the law.  And Broadband Prop-

erties, through seminars and its confer-
ence, will also work to help inform, pro-
tect and serve your interests in 2003.

Meanwhile, there are five immedi-
ate steps you should take to assess and
reduce the level of risk to your business:

1. Engage an attorney who is famil-
iar with Internet law.  A good business
or personal attorney won’t be of much
help if you are hit with a class-action
spam lawsuit or a copyright action.
Check the credentials of the law firm
you retain for Internet matters to en-
sure that they can do what they claim.
And remember that a technology prac-
tice is not the same as an Internet prac-
tice.

2. Know the laws that affect your In-
ternet business.  The US Internet In-
dustry Association keeps a list of the rel-
evant laws on its web site at
http://www.usiia.org/legis/legis.html, as

well as a list of bills currently
pending before the
198th Congress.  If
you are a member of
our trade association,
you’ll also receive

weekly updates and leg-
islative alerts to immedi-

ate risks.
3. Revisit your sub-

scriber agreements and con-
tracts.  Some of the protec-

tions you need under the law
must be built into your contracts

and agreements.  Check to ensure
that you clearly identify subscriber

behavior that is illegal and what the
penalties will be – and make sure these

provisions are enforced.  This, too, is no
place for the average contract attorney
and no place to use a standard boiler-
plate contract.  Hiring an Internet law
expert may be an investment today, but
worth every penny if it gives you the
protection you need.

4. Outsource your content.  If it is
practical to do so, consider outsourcing
the highest-risk elements of the ISP
trade.  Specifically, this would include
web hosting and the use of UseNet
news servers.  UseNet is a highly prized
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source of information and discussion
among Internet subscribers, but carried
enough obscene and illegal content to
be a potential problem if a marauding
district attorney should target your ser-
vice  (Some UseNet newsgroups, for ex-
ample, are known to carry such materi-
al as copyrighted software and child
pornography.  If this material is found
on a server you control, you become the
test case for liability in the US.).

5. Consider Internet Liability Insur-
ance.  Though less so than in the boom
years, many insurance companies offer
error and omissions insurance and spe-
cific liability coverage for Internet oper-

ations.  These are generally not covered
under general business insurance, and
in fact many insurance policies specifi-
cally refuse to cover Internet operations.
Check your existing policies, and con-
sider upgrading to Internet-specific cov-
erage where needed.

In the time it has taken to read this
article, you could have been exposed in
a dozen ways to unexpected liability –
and the threats grow every day, from the
Minnesota privacy laws affecting ISPs
to potential tax liabilities in your state.
These are nothing to panic over, but
they do require a little knowledge and
some preparation.  And you don’t have
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to tackle the problem alone.  The grow-
ing partnership of USIIA and Broad-
band Properties will help you build a
more effective network of resources and
become better protected against the
risks of an Internet service. ■
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